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10+ years at the CSIR
PhD Computer Science (2019)

Research Interests:
* Cybersecurity, mobile security, and digital forensics
* Passionate about CTF competitions

Joined SANReN, NICIS in July 2022

* Lead organiser of the CSC
* Managing the SANReN CSIRT
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Background: NICIS
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What are NRENSs?

* National Research and Education Networks (NRENSs) are specialised network infrastructure and service providers
that exclusively support a country’s research, education and innovation communities.

* SANREN / | .

* South African National Research Network (SANReN).
» Tertiary Education and Research Network of South Africa (TENET). South African NREN

Tertiary Education and

Research Network of South A!nca/

* Currently more than 130 NRENSs are active globally,
* e.g.,JISC, RNP,ZAMREN, KENET, RENU, AARNet.

* Major paradigm shift from commercial networks:

* Provide as much bandwidth as possible at as little cost as possible,

* Quality of Service through provisioning NREN services such as
» eduroam, Large File Transfer (PERT), identity federation (SAFIRE), CSIRT

SANReN CSIRT e
Computer Security Incident Response Team S A F I R E ed u roam

FEDERATING RESEARCH
& EDUCATION SYSTEMS




nicis* a3

SANReN South Africa

Thcgoya dou

OMakhado

Polokwane
Oiurfloop

s Dark Fibre Backbone
Other Existing Links
Ongoing Projects (2025/2026)

AEN

100Gbps
10Gbps
1Gbps

sd,
Py 220! - WOSvas
<9901 - Wo>

Kimberiey (%

L13NOW/SIVS
SO0 X T €1VS

/ Mrunzini
()

0. SARAO wini

Losberg 0 Carnarvon

=
D 599904 - SV
5da900t SIOYh

c,dQ")oo

Komani

Whittlesea

Makhanda
Cape Town

Ggeberha

South African NREN - 2025-03-24 (John Hay]




Overview: CSC 2025

* Cybersecurity challenge for all South African universities.
* |nvitations extended to Universities from the SADC region.
 Why?

* For more information: www.csc.ac.za

Safe environment to practice infosec (hacking) skills.
Learn new skills or measure your current skillset.
Offensive thinker - think like a hacker.

Improve problem-solving skills.

Help to think out of the box and intuitively.

Job, credentials.

Participate in the CHPC National Conference




SANReN CSC

Cyber Security Challenge

ing Material About Register Rules

Home Sponsors i

Cyber Security Challenge 2025 Kick-off

Welcome to the official kick-off for the SANReN Cyber Security Challenge (CSC) competition
2025! The CSC competition is hosted annually and will be open to all students registered for

tertiary studies in 2025 at eligible tertiary educational institutions. Participation in...

& Heloise Pieterse @ February 28,2025 & CSC, Qualifiers, Registration ~ Cyber Security Challenge

Cyber Security Challenge 2024 Finals

The South African National Research Network (SANReN) team hosted its 8th Cyber Security
Challenge (CSC) competition during the Centre for High-Performance Computing (CHPC)
National Meeting at Boardwalk International Convention Center, Ggeberha, Eastern Cape from 1

— 4 December 2024. The...

& Heloise Pieterse  © December 11,2024 & CSC, Finals Cyber Security Challenge 2024 Finals

read more

CSC 2024 Final — Preliminary Program

The CSC 2024 final is around the corner and we do hope excitement is growing... Here is the
preliminary program for the CSC 2024 final. Please note small changes can still occur, the final

program will be communicated during the...

& Heloise Pieterse  ® November 23, 2024 & CSC, Finals CSC 2024 Final — Preliminary Prog
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CSC 2025

Registration for the CSC 2025 qualification
round is now open. The qualification round
will be available from 1 April 2025 to 14
September 2025.
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Home Sponsors  Training Material About Register Rules

Overview

The National Integrated Cyber Infrastructure System (NICIS), which comprises of the Centre for
High Performance Computing (CHPC), the South African National Research Network (SANReN)
and the Data Intensive Research Initiative of South Africa (DIRISA) will be hosting the CHPC
National Conference in November/December 2025. At this conference, SANReN will host the
seventh annual Cyber Security Challenge (CSC) competition. The purpose of the competition is
to stimulate interest in Cyber Security in general, but more specifically in the field of Network
Security within Southern African Tertiary institutions. Therefore, this competition is aimed at
university students who are interested in information security fields such as penetration testing,
incident response, digital forensics, cryptography, and cyber security training.

The annual Cyber Security Challenge competition will consist of:

A jeopardy-styled Capture the Flag (CTF) event that will test the problem-solving skills of
participating teams by requiring them to complete challenges that replicate real-world
scenarios. The challenges include binary exploitation, cryptography, web exploitation,

reverse engineering, digital forensics, and mobile phone security.

An attack/defend system for team vs. team battles. Here every team has their own system
that consists of dedicated preconfigured hardware and software. In the attack/defence
competition, the teams must hack each other but also fix vulnerabilities in their own system

(through patching).

Sponsored challenges that provide students with the opportunity to gain exposure to unique

cybersecurity challenges.

An opportunity to conduct and experience social engineering in a controlled environment.

The key benefit of the CSC is the opportunity for university students to receive exposure to
current and trending cyber security topics. Such exposure will stimulate interest in the field of
cyber and information security, growing the next generation of ethical hackers. Additionally,
during the competition, the students may discover new 0-day vulnerabilities. These vulnerabilities
can then be negated before they can be used by malicious hackers. Finally, the CSC competition
offers an opportunity to discover innovative thinkers and identify cyber security specialists in the
making.

Due to the high interest among students, the CSC competition is divided into two rounds. The
qualifier rounds allow students from universities across Southern Africa (including Botswana,
Namibia, Eswatini and Lesotho) to compete for positions in the final. Upon completion of the
qualifier rounds, the top teams will be invited to represent their university in the final at the CHPC
National Conference.
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Home Sponsors Training Material About Register Rules

CSC 2025
Rules

Registration for the CSC 2025 qualification
round is now open. The qualification round
will be available from 1 April 2025 to 14
September 2025.

Eligibility for Participation

Team members must be made up exclusively of students registered for tertiary studies in

2025 at eligible tertiary educational institutions.

Eligible educational institutions are public South African universities (including public
universities from SADC) and South African institutions that have entered a REN service
agreement and form part of the SA NREN may participate.

If you were part of a team that placed 1st, 2nd, or 3rd during the previous Cyber Security

nicis®

SANReN

Challenge final, you cannot participate as a team member in the 2025 Cyber Security

Challenge.

However, if you need to participate as a requirement to complete a practical, you can then

still register and participate in the qualification round but you will not be eligible to qualify for

the finals.
Sl science, techr
&# & innovation Team Size
@ Doporment

V Science, Technology and Innavation

REPUBLIC OF SOUTH AFRICA « Teams are restricted to 3 members if all members are of the same gender, otherwise the

teams can be up to 4 members.
« The team leader is a member of the team that has been designated as the Point of Contact
(PoC) for that team.
ST Y « The organisers will interact with the team leader regarding all correspondence related
. ' to the competition.
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« Teams must compete without any outside aid from non-team members.
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CSC 2025

Registration for the CSC 2025 qualification
round is now open. The qualification round
will be available from 1 April 2025 to 14
September 2025.
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Registration

* Requirements:

Team members must be registered for tertiary studies in 2025 at eligible tertiary educational institutions.

Teams are restricted to 3 members if all members are of the same gender, otherwise, the teams can be up to 4
members.

If you were part of a team that placed 1st, 2nd, or 3rd during the 2024 CSC finals, you will not be eligible to
participate in the CSC 2025 final

If you need to participate as a requirement to complete a practical, you can then still register and participate in the
qualification round.

Interested teams to inform and notify their respective University Mentor —if the team is unsure who the mentor
is for the University, contact the CSC organisers.

If the requirements are met, teams can complete the registration form.



Home Sponsors Training Material About Register Rules

Reqister

Registration for the 2025 Cyber Security Challenge is open.

Students interested should consult the Rules regarding eligibility to participate. If eligible and

interested, students should form teams, select a team name and complete the registration form.

Teams are also advised to reach out to their respective University Mentor to enquire about

potential participation dates.
Click here to register

Participation in the 2025 CSC qualification round will close on the 14th of September 2025.

Register

res

Cyber Security Challenge (CSC) 2025
Registration

Privacy Notice

All data and personal information collected during registration will be used exclusively for
the organisation and execution of the SANReN Cyber Security Challenge 2025.

+ All data and personal information collected will be subject to the CSIR Privacy Policy
and applicable legislation.

» All data and personal information collected will be disposed of at the conclusion of
the SANReN Cyber Security Challenge 2025.

» All data and personal information collected is necessary for the organisation and
execution of the SANReN Cyber Security Challenge 2025.

Contact details of challenge winners will be shared with the respective challenge sponsors
for delivery of prizes, if any.

The details of challenge winners will be kept on file for a maximum of 2 years in the event
that participation in additional events be required.

Additional consent will be obtained to share contact details with external 3rd parties or
Sponsors.

In the event that you do not have the necessary consent to share personal information, or
you do not wish to share personal information, do not complete this form. You may contact
the SANReN Cyber Security Challenge organisers at csc@sanren.ac.za to arrange for
alternative methods for registration, if feasible.



Participation

e Qualification
* Final
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COLLABORATE. INNOVATE. ADVANCE.

SANReN

Welcome to the qualification round of the
SANReN Cyber Security Challenge.

Visit our website:
CSC

Click here to login to the CTF
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Qualification

 Eachteam is expected to participate in the qualification round remotely.
* Qualification round will remain open for 70 Days.

* Qualification round - available options:
* 1 August—-10 August 2025
* 21 August — 30 August 2025
* 1 September- 10 September 2025

* Registered teams will receive notification via email with credentials on the day the qualification
round opens.

* Qualified teams are to be notified by 12 September 2025.

e Technical support to be provided - Organisers will respond to participant queries by the next
business day.

* Jeopardy-style CTF challenges.
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Jeopardy-styled CTF

* Acollection of “hacking” challenges or puzzles focusing on cybersecurity.
* Ofteninvolves real and current vulnerabilities.

* Organised according to different categories such as web, forensics, cryptography,
steganography, networking, and binary.

* The challenges are often sorted by difficulty levels, allowing beginners to also easily
participate

* Once the team successfully solve a challenge, a “flag” will be revealed, which can be a
specially formatted string, password, file name, etc.

* The flag can be submitted for points — points received depend on the difficulty of the
challenge.

* Hints are made available for certain challenges and used by teams at their own discretion -
Used hints will not be reversed by the organisers.
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How to solve challenges

Click on the challenge name to see the question.
Submit your answer to the challenge as a flag.
Submissions are auto-marked.

Certain flags might be case-sensitive.

Challenge 4 Solves

Beautiful House
50

What is the full name of the wife of the architect that designed the historic house (a heritage site)
displayed in the attached photo.

Flag format: CSC{full name}

FORENSICS

Phantom Partition ee Plug and Decrypt

15 30

Cropping gone wrong

CRYPTOGRAPHY

15

Factory e Fun with Flags Mysterious Encoding
15 15 15

The Alchemist's Secret ‘ The Lost Key

30 50

REVERSE ENGINEERING

Deceptive Binary Obfuscated Malware Sample
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Qualification Challenges

* Bonus Challenges
* Cryptography
* MATLAB Onramp

* Forensics (Network Analysis) "

* Open-source Intelligence )”

* Reverse Engineering (Mobile) A

* Mobile Security \

* Web Exploitation % o

* Miscellaneous _ . . ,



Finals

Top 10 teams*
Fully Sponsored by SANReN

* Accommodation, Meals

* Transportation (local)

In-person event
* 29 November to 4 December 2025
* Venue: Century City Conference Centre in Cape Town

Interact and Network

https://www.youtube.com/watch?v=AEZadxBgIPQ

*Please note: Only the top team (1) per university department can qualify for the CSC finals (a team from both the
Computer Science and Engineering departments can be considered). The top team from the university department

must still place in the top 10 overall (of all un/verS/t/es participating) in order to qualify for the CSC finals.
I T =, s L)




Finals

Capture The Flag
Attack/Defend
Social Engineering
Lockpicking

Sponsored Challenges
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Training Material

* Beginner’s Guide
* CTF Challenge Material

* Basic background

* Links to write-ups of CTF Challenges
* TryHackMe rooms

* Tools and Resources

* CTF Introductory Training
* Discord Server: https://discord.gg/yYhyx8CeMr

Home

Beginner's Guide

NetWOI’ki\ CTF Challenge Material Web Expig

Penetration Testing Cryptography
TIVOIVE e EVATTaTomT T T sniffing of
i Reverse Engineering
network traffic or exploiting well-known network pr mpetitors are
often presented scenarios where anomalies or spi Networking > logs signify
potential exploitation points. Identifying irregularitic -, .o satterns or
suspicious activity, can lead to the discovery of hic » knowledge of

Cracking

both network protocols and the tools commonly us =~ nisa

prerequisite for success. Andr

Common Network Protocols/Services

SMTP — Simple Message Transfer Protocol (Port 25): is an email protocol used for sending
email messages. In order to support email services, a protocol pair is required, comprising of
SMTP and POP/IMAP.

« POP — Post Office Protocol (Port 110): used for fetching emails on a email server.

IMAP - Internet Message Access Protocol (Port 143/993): enables access to email stored
on that server. With IMAP you can access your email from various devices unlike POP which
only allows access from one device

« SMB - Server Message Block (Port 139/445): is a client-server protocol used for sharing
and transferring data, and access to files. Also referred to as Samba and used as a service
that enables the user to share files with other machines

Telnet — Teletype Network (Port 23): a protocol which allows you to make a connection to
the server, and execute commands, that's hosting telnet server. Telnet is considered

insecure mainly because it does not encrypt its traffic - replaced by SSH.

SSH - Secure Shell (Port 22): a network security protocol that employs encryption and

authentication mechanisms to implement services such as secure access and file transfer.

« FTP - File Transfer Protocol (Port 20/21): uses client-server model to transfer files. FTP
operates two methods, namely command (used for transmitting commands as well as
replies to those commands) and data (used for transferring data).

« HTTP — Hypertext Transfer Protocol (Port 80/443): is used to load webpages using hypertext

links
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CSC 2025

Registration for the CSC 2025 qualification
round is now open. The qualification round
will be available from 1 April 2025 to 14
September 2025.
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Tips & Tricks for CTFs

* Do not overthink the challenge.

* Usually, challenges have a score associated with them, which helps you determine how much effort should be invested in
each challenge.

* Tools help, but often the challenges test your understanding of the concept rather than your knowledge
of a tool.

* Toolkit Arsenal: Cyberchef, Hex Editor, Burp Suite, Exiftool, Wireshark, John the Ripper, Hashcat, Kali Linux.

* Learn to spotvarious hash algorithms, especially base64, these encodings are often used to hide data,
display binary data or encode variables.

* Unless the challenge is specifically a password challenge, passwords used in a challenge are usually
related to the subject matter or can be cracked using common password lists or by basic brute force.

* Challenges are made to be solved in a short period of time.
* [fthis still does not work, you might have overlooked some other clue in the challenge.

* Golden rule of CTF

* Practice, practice, practice...

* “don’tforget during a CTF, Google is your friend... or ChatGPT”






